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Financial institutions, the backbone of the
global economy, are facing unprecedented
challenges - from keeping client data
secured and complying with new regulatory
guidelines to competing with agile Fintech
start-ups and larger Techfins. To tackle
the various challenges that arise from
the new digitised economy, investment in
technology and talent is paramount.
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n the consumer front, digital finance is surpassing
Otraditional brick-and-mortar banks and insurance

broker relationships, allowing customers to satisfy
their financial needs anytime, anywhere via mobile apps.

Lucrative offerings such as loans, home and auto policies,
and credit cards are also being disrupted.

Retail banks and insurers are not the only financial
institutions being impacted. Since the COVID emerged in
2019, the world entered lockdown and investment banks
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allowed their day traders to work from
home, once bustling trading floors fell
silent. While some financial institutions
now require in-person work, others

are considering whether a hybrid or
spoke-and-hub model is possible and
preferable given the increasing challenge
of talent retention and acquisition.

To remain competitive, banks and
financial markets must automate labour-
intensive operations to free up valuable
human and technology resources and
make significant investments in new
technologies.

Consumers want to access their
accounts, lock missing cards, make
virtual payments and transfer money to
others in a swift and secure manner. This
means that financial institutions need

to develop easy-to-use applications with
superior uptime that can easily integrate
with other applications. This need to
seamlessly integrate and interact with
other applications to demonstrates a
shift in the financial services industry
toward a new type of business model,
which centred on platforms and
underscores the importance of having
access to a robust ecosystem.
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Additionally, it is important to produce secular change by driving
the creation of new digital assets. These emerging assets include
stable coins, cryptocurrencies, non-fungible tokens (NFTs) and
central bank digital currencies (CBDCs). Underlying all of these

is the platform economy. A platform is a product that serves or
enables other products or services that its members can access
via APIs (application programming interfaces).

In the banking sector, this platform business model is known as
Open Banking and it creates new revenue streams for financial
institutions while increasing value for customers. Open Banking
achieves this by making data available for regulated providers
to access, use and share, it also allows customers to seamlessly
interact with multiple forms of personal finance and payment
service providers. Examples of transaction platforms include
Amazon, Airbnb, Uber and Alipay. Another type is the “innovation
platform,” which provides a common technology framework and
allow others to build.

Adopting a data fabric architecture is one way to help banks
facilitate these efforts to modernise applications. But banks
and financial institutions must also consider their ecosystem.
Assembling the right partners is critically important to the
future of financial services.

(AA
While most banks

have made significant
progress radically
transforming their
customers’ digital
experience through
rapid digitisation

in recent years, it

is remains just as
critical to meeting
sustainability

milestones as well. 99
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In 2017, DBS Bank launched a banking API developer platform
with 155 APIs across 20 categories, including funds transfers,
rewards, real-time payments and PayLah!. More than 50
companies - including AIG, McDonald’s, MSIG, PropertyGuru,
Activpass, FoodPanda, Homage and soCash - have their
services on the DBS platform.

As the industry continues to transform operations to a
hybrid cloud environment in order to take advantage of
cost efficiencies and agile enhancements, it must continue
to invest in people, partners and technology, focusing on
security aspects, to keep customers’ sensitive data safe and
meet regulatory expectations.

The industrialisation of cybercrime has led to shorter attack
cycles, which put more pressure on security teams for quicker
response time. According to the IBM Security and Ponemon
Institute Cost of a Data Breach Report in 2021 and 2022, the
use of stolen or compromised credentials remains the most
common cause of a data breach. IBM Security recommends
that the financial sector adopt a zero-trust security model,
which operates under the assumption that security may
already be compromised, and therefore continuously validates
the conditions for connection between users, data and
resources, preventing unauthorised access to sensitive data.

The need for end-to-end digitisation

“Digitisation can unlock value across an entire organisation
and ecosystem - from the customer interface to middle

and back-office operations,” notes the recently released

IBM Industry Academy 2022 Global Outlook for Banking and
Financial Markets. What else could financial institutions do to
leverage the platform economy?

To begin with, they should adopt end-to-end digitisation

to reshape operations and drive innovation. Deploy Al and
data environments that put data in action to accelerate
transformation. Parallelly, seek out new business models to
drive incremental revenue gains. They should also build new
platform business models to integrate the needs of ecosystem
participants in a frictionless environment.

It is important to find viable sustainability models so
financial institutions can launch initiatives to meet market
expectations, regulatory requirements and corporate ethical
objectives. While most banks have made significant progress
radically transforming their customers’ digital experience
through rapid digitisation in recent years, it remains just as
critical to meet sustainability milestones as well.
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While these are changes the financial sector and banks
should work towards at a consumer or retail level, at a macro
level the hottest discussion is about CBDCs. These are digital
tokens, like cryptocurrency, but issued by a central bank

and pegged to the value of that country’s fiat currency. The
International Monetary Fund reported that 110 nations were
considering plans to issue CBDCs.

The e-HKD system — which Hong Kong plans to launch a trial
by the end of this year — is an example of how a jurisdiction
or country can accelerate CBDCs. Protecting user privacy and
achieving the highest level of cybersecurity will be two key
concerns for the development of e-HKD. This platform has
the potential to make payments more efficient and increase
integration in the global payment landscape.

Building and managing a skilled workforce is key
to digitisation

The shape of the post-pandemic recovery will not be identical
across industries and regional economies. As they move
forward, financial institutions will need to explore and
implement a new blueprint, one that propels operations,
customer relationships, security and compliance towards a
different normal.

Financial institutions across Asia-Pacific need to master
extreme digitisation to succeed. Organisations need to

adopt both a holistic perspective and a granular approach. To
achieve their goals, innovative financial institutions will need
to redesign and build trusted digital relationships, through
secured cloud access, advanced automation, Artificial
Intelligence (Al) and the simplification of processes and
products.

Pandemic recovery has accelerated digitisation, with 65% of
APAC GDP now coming from digitally transforming enterprises
and governments, spending more than USD1.2 trillion by
2023. This sends a strong signal that the pace of digital
acceleration and demand for core technical and professional
skills will continue to increase. According to the World
Economic Forum 2020 Future of Jobs report on workforce
trends across 26 economies, by 2025 85 million jobs may be
displaced by a shift in the division of labour between humans
and machines. Moreover, 97 million new roles may emerge
that are more adapted to the new division of labour between
humans, such as data scientists and Al specialists.

A key need of digitisation is a skilled workforce that can work
on new technologies. Arguably, one of the greatest threats
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facing the financial sector today is the talent shortage.
Executives recognise the skill gaps. They know it’s both real
and problematic, but most don’t appear to be actively or
effectively tackling the issue.

IBM has conducted significant research on the topic for a
number of years and found that many organisations are
merely running in place. In fact, IBM research reveals that
the vast majority have not moved beyond traditional hiring
and training strategies. The result of this is a looming global
talent shortage with the power to severely impact the
financial industry.

Skills availability and quality are in jeopardy

A 2022 Digital Talent Insight report by international consultant
Korn Ferry estimates a shortage of 47 million tech talents by
2030 in the Asia-Pacific region. The skills challenge will not
dissipate; in fact, it is increasing in severity. Global labour
markets are only tightening as unemployment rates continue
to decline. Adding a further challenge, the half-life of skills
continues to shrink, while the time it takes to close a skill gap
has ballooned. As organisations scramble to meet their talent
needs, many are making adjustments to their education and
experience requirements, just to fill roles. The financial sector
must find new ways to stay ahead of skills relevancy.
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Hiring alone is not a sustainable solution to

the talent crisis. Successfully navigating this
new environment requires fundamentally
reshaping how organisations manage
skills, talent, and culture. 99

Intelligent automation is an economic game
changer

According to an industry study by McKinsey, automation is
expected to disrupt up to 40% of all banking activities and
affect half of banking jobs by 2030. As business platforms
mature and organisations continue to introduce new
intelligent workflows, the need for continuous reskilling

in the workforce will be paramount to remain competitive.
Executives recognise that advances in intelligent automation
will bring multiple benefits. At the same time, they also
realise millions of workers may require retraining or
reskilling.

Hiring alone is not a sustainable solution to the talent crisis.
Successfully navigating this new environment requires
organisations to fundamentally reshape management skills,
talent and culture.

How can banks and financial institutions close the
talent gap?

A focused approach can help the financial industry build and
maintain a skilled workforce.

Make it personal — Employees expect personalised
experience in their workplace. Employees want career,

skill and learning development uniquely tailored to their
experiences, goals and interests. Employee skill and learning
experiences that are tailored both to customer and market
needs, and to employee goals and interests, can help retain
the best and brightest, and build a future workforce.

Look inside and out — Gone are the days when a traditional
bank or a financial service provider had all the answers. Gone,
too, is the ability to solve the skills challenge without the
partnerships of broader ecosystems. To remain competitive,
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banks and financial institutions need to adopt an open
technology architecture and embrace partners to be able to
take advantage of the latest advancements. Culture shifts are
also required to welcome third parties as part of the team.

One such key industry initiative is the Industry Project Masters
Network (IPMN), led by the Hong Kong Monetary Authority.
Under the “Fintech 2025” strategy, the IPMN program aims

to groom postgraduate students in technologies like Al,
cybersecurity, blockchain, etc., and work on a bank’s Fintech or
industry project, to gain hands-on experiences and skills.

This new initiative is in addition to the various Fintech
programmes that are already being offered in collaboration
with the Hong Kong Institute of Bankers, as well as other
organisations and universities such as ASTRI, Cyberport, Hong
Kong Science and Technology Parks Corporation, The Chinese
University of Hong Kong, The University of Hong Kong, Hong
Kong University of Science and Technology and The Hong Kong
Polytechnic University.

The skills shortage doesn’t show any signs of easing up,
and the heat is on for organisations to actively address
the challenge both now and in the future. According to the
World Economic Forum, closing the global skills gap could
add USD11.5 trillion to global GDP by 2028. And this will
require collaboration across ecosystems that span, not just
the financial sector, but across industries, education and
governments.
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